
CARPENTER V. UNITED STATES

A. The  Trespassory Doctrine
B. The Reasonable Expectation of Privacy Test
C. The Third-Party Doctrine
CARPENTER V. UNITED STATES

A. The Capabilities of Fitbit Devices
B. The Potential for Use of Electronic Fitness Trackers in Criminal

Investigations and Prosecutions
CARPENTER V. UNITED STATES

A. Before , the Collection of Fitbit Data by Law Enforcement
Would Not Have Constituted a Search Under the Third-Party
Doctrine

B. In Light of , the Collection of Fitbit Data by
Law Enforcement Should Be Considered a Search, as the Third-Party
Doctrine Is Ill-Suited to the Digital Age

C. Proposed Rule: Expanding ’s Rationale to Provide a 
Generally Applicable Framework for Determining Whether the
Collection of Data Constitutes a Search

William
& Mary Bill of Rights Journal 



D. Providing a Workable Standard for Data Collection Under the 
Fourth Amendment: Why Holding that the Collection of Fitbit 
Data Constitutes a Search and Requires a Warrant Is Both Necessary
and Realistic

See, e.g. Richard Dabate Rejects Plea Deal in Fitbit Murder
Case, Pushes for Trial in Wife’s Killing

Location Tracking and Digital Data: Can  Build a Stable
Privacy Doctrine?

All Evidence Turned over as Fitbit Murder Case Moves Toward Trial

supra A Dead Woman’s Fitbit Data May Lead
to Her Husband’s Murder Conviction



Carpenter v. United States

Carpenter

Carpenter

supra
supra

supra
Your Alexa and Fitbit Can Testify Against You in Court

Fitbit Privacy Policy

See id.
See



Mapp v. Ohio

See id.
“Outrunning” the Fourth Amendment: A Functional Approach

to Searches of Wearable Fitness Tracking Devices

See
Fourth Amendment

See Searches and Seizures—Fourth Amendment and
Reasonableness in General: Protection of Privacy Interests in the Digital Age

See id.
Id.
See



A. The Trespassory Doctrine

only
Olmstead v. United

States

Id.
Id.
Id.
Id.
Id.
See id.
See Olmstead

physical invasion 

Id.  see also Objects, Places and Cyber-Spaces Post- :
Extending the Third-Party Doctrine Beyond CSLI: A Consideration of IoT and DNA



not

without

B. The  Reasonable Expectation of Privacy Test

Olmstead
Katz v. United States Katz

Katz

physically
Olmstead

Id.
Id.
Id.
Id.
Id.
See

supra
See id. supra
Katz
Id.
Id.
Id.



Katz
Katz

Olmstead

C. The Third-Party Doctrine

Katz

Id.

Id.
Id.
See id.
Id.
Id.
See id.
Id.
See id. United States v. Jones Katz

exclusive

See id.
See



United States v. Miller

—
Miller Smith v. Maryland

Smith Miller

Id.
Id.
Id.
See id.
See generally 
Id.
Id.
Id.
Id.

Id.
Smith
Id.

Id.



CARPENTER V. UNITED STATES

Carpenter v. United States

supra

Id. Carpenter
Id.
See Smith

See Carpenter

See id.

 and the Fourth Amendment: The
Best Way Forward

Carpenter

Id.

Id.



Id.
Id.

Id.
supra

Carpenter
supra

Carpenter
Id.
Id.
Id. see also supra
See supra
Carpenter



Smith Miller

Smith Miller

Id.
Id. see also supra
Carpenter
Id.

supra
Id. Carpenter
See id. Carpenter
See id.

supra
Carpenter
Id.
Id.
Id.
See id.



Carpenter

Carpenter

A. The Capabilities of Fitbit Devices

supra id.
Id. Carpenter
Id.

A New Third-Party Doctrine: The Telephone Metadata
Program and 

Fourth Amendment Textualism
supra

 The Story of Fitbit: How a Wooden Box Was Bought by
Google for $2.1bn

See Products
Home

supra
Id.

Id.



unless

B. The Potential for Use of Electronic Fitness Trackers in Criminal
Investigations and Prosecutions

Fitbit Privacy Policy supra

Id.

Id.
Id.

See id.
See id.
Id.
See supra



Carpenter

not

See id.
Id.
See see also

supra
supra

See id.
Id.
See id.
Id.
See supra
Id. supra
See supra
See supra
See ‘My Fitbit Proves I Didn’t Kill Her ’

See id.



CARPENTER V. UNITED STATES

Carpenter

See id.
See supra
See id.
See id. 
See id.
See id.
See Commit a Crime? Your Fitbit, Key Fob or Pacemaker Could Snitch

on You

Id.



Carpenter

A. Before , the Collection of Fitbit Data by Law Enforcement Would
Not Have Constituted a Search Under the Third-Party Doctrine

Carpenter

Katz

physically
Katz

Carpenter

Katz

United States v. Miller
Smith v. Maryland

See
See id.
See

See
See Katz
See id.  Fitbit Privacy Policy supra Katz

Katz
See Miller
See
See



Carpenter

B. In Light of , the Collection of Fitbit Data by Law
Enforcement Should Be Considered a Search, as the Third-Party Doctrine Is
Ill-Suited to the Digital Age

Katz
Carpenter v. United States 

Carpenter

Carpenter

See id. supra
See Katz
See supra
See
See supra
Id.
Id. see also Carpenter

supra Supreme Court Justices Hint at More
Digital-Privacy Protections



more

Carpenter
unless

wanted

Carpenter

Carpenter

See id.
You Should Be Free to Talk the Talk and Walk the Walk:

Applying  to Smart Activity Trackers

See Fitbit Privacy Policy supra
See We Read Your Wearable Tech’s Privacy Policy

So You Don’t Have to

Id.
See id.
See Fitbit Privacy Policy supra

See generally id.
See



more

Carpenter

Carpenter

C. Proposed Rule: Expanding ’s Rationale to Provide a Generally
Applicable Framework for Determining Whether the Collection of Data
Constitutes a Search

Carpenter

See id.
See Wearable Devices as Admissible Evidence: Technology Is

Killing Our Opportunities to Lie supra

supra
See supra supra Fitbit Privacy Policy

supra
Carpenter Fitbit Privacy Policy supra
Carpenter supra

Carpenter



Carpenter

Carpenter

Carpenter

constantly

Carpenter

Carpenter

See supra
See Carpenter
See id.
See id.
See id.
See Fitbit Privacy Policy supra

See id.

See Carpenter

id.



D. Providing a Workable Standard for Data Collection Under the Fourth
Amendment: Why Holding that the Collection of Fitbit Data Constitutes a
Search and Requires a Warrant Is Both Necessary and Realistic

See infra
See infra 
See infra 
See supra

supra

See id. 



United States v. Jones

Id.
Id.

See id.
supra

Id. The Original Fourth Amendment

Id.
supra



Carpen-
ter

See Carpenter
supra

Id.

See supra
supra



Riley

supra

See
See supra
Id.
Id. Riley
See supra
Id.
Id.
Id.



Riley v. California

Riley United States
v. Robinson

Riley
Robinson

See Riley

Id.
Robinson

Id.
Id.
Riley Riley

Id.
id.

Id.
Id.
Id.
Id.



narrow

Riley

Riley

Riley

Id.
Id.
Id.
See id.
Id.
Id.
Id.
See generally id.
See generally id.
See id.
See Fitbit Privacy Policy supra



Carpenter v. United States 

Carpenter v. United
States

Carpenter

See Riley
supra

See Fitbit Privacy Policy supra
See Carpenter

supra id.
supra

See Carpenter



Carpenter

See id.
See generally id.
Id.

supra


